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A brief history of wireless
security and attacks

"» Wired Equivalent Privacy (WEP) was
* the original security mechanism for
802.11 networks.

"o Scott Fluhrer, ltsik Mantin, and Adi
Shamir discovered that WEP was

flawed in their paper “Weaknesses in
the Key Scheduling Algorithm of RC4”
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A brief history of wireless

security and attacks

"o Attacks based on Fluhrer, Mantin, and

Shamir’'s paper have come to be known
as “FMS Attacks”

- Shortly after the FMS paper was
released tools to automate WEP
cracking were developed
— WEPCrack

— AirSnort

Black Hat Japan 2005



A brief history of wireless
security and attacks

“s In response to the weaknesses in WEP
new security mechanisms were
developed.

— Cisco developed the Lightweight
Extensible Authentication Protocol (LEAP)

— WiFi Protected Access (WPA) was
developed to replace WEP
« WPA-PSK (Pre-Shared Key)
« WPA-RADIUS
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A brief history of wireless
security and attacks

In March, 2003, Joshua Wright disclosed that
LEAP was vulnerable to a dictionary attack

= A short time later Wright released ASLEAP, a

tool to automate attacks against LEAP.

Cisco released EAP-FAST as a replacement
for LEAP about a year after Wright's initial
disclosure to them.
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A brief history of wireless
security and attacks

“e In November 2003 Robert Moskowitz of
ISCA Labs detailed potential problems
with WPA when deployed using a Pre-

« Shared Key in his paper “Weakness in
Passphrase Choice in WPA Interface”
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A brief history of wireless
security and attacks

“s In November 2004 Joshua Wright
* released CoWPAtty.

= CoWPALtty automated the dictionary

* attack process against WPA-PSK
networks.
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A brief history of wireless
security and attacks

" Despite excessive cries to the contrary,
WEP was still relatively safe to use in
some environments.

- Cracking a WEP key was so time
consuming that it was often not feasible.

» Regular rotation of WEP keys could

render FMS attacks ineffective on most
networks.
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A brief history of wireless
security and attacks

"o After the release of the FMS paper,
h1kari of Dachboden Labs released a

. paper detailing ways to more effectively

= crack WEP.

* In 2004 new tools based on a Chopping
attack were released
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A brief history of wireless
security and attacks

Chopping attacks take a WEP packet
and “chop” off the last byte.

«* This breaks the CRC/ICV.

If the last byte was 0, xor last the last 4

bytes with a certain value to make a
valid CRC.

Retransmit the packet.
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A brief history of wireless

security and attacks

" This attack methodology significantly

reduced the amount of time required to
crack WEP keys.

.» Made a largely theoretical attack (FMS)
realistic

e Tools
— Aircrack
— weplab
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A brief history of wireless
security and attacks

m
« Where are we now?

— Can wireless networks be deployed in a
corporate environment securely?

— |s wireless intrusion detection viable?

— Can attacks against wireless networks be
observed and reacted to in real time?
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Attacks Against WEP

"« Even with chopping attacks, a large
* number of packets still need to be
_ captured by an attacker

" The easiest way to do this is by
reinjecting packets back into the
network to generate unique initialization

vectors.
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Attacks Against WEP

|Ei|e Edit View Go Capture Analyze Statistics Help

B 2 4 X @2 L0 GO FTEIQRQQAA PP HEXK @
I Eitter: IV <k Expression | % Clear| of Apply

|N0. |Time |Scurce o |Destinﬂti0n |3rotcccl |Ir1f0

2508 178,393870 Clesco-Li1_le:f4:b2 Broadcast TEEE 8 Beacon frame, SoID:
2510 178, 496434 Clesco-L1_le:64:b2 Broadcast TEEE 8 Beacon frame, SoID:
3512 178,598762 Cisco-Li_le:B4:bZ Broadcast TEEE & Beacon frams, 55ID:
3514 178, 701059 Cilsco-Li1_le:f4:bZ Broadcast TEEE & Beacon frame, S5ID:
3516 178, 803448 Clsco-L1 le:64:bi Broadcast TEEE 8 Beacon frame, S5I1D:
3013 1758, 908858 Cisco-L1 le:Gd:-bi EBroadcast IEEE 2 Beacon frame, S51D:

[<] i [

b Frame 1 (128 bytes on wire, 128 bytes captured)

~ TEEE 802, 11
Tyvpe/Subtype: Beacon frame ()

b Frame Control: 0z0080 (Mormal)
Duration: 0
Destination address: ff:ff:ff-11:ff:ff (Broadcast)
Source address: 00:11:21:e0:98:00 (Cliszco_e0:92:00)
BSS Td: 00:11:21:e0:92:00 (Claco e0:98: 000
Fragment number: 0
Sequence number: 1347

TTITTT T 4A e

M

K33

R

b
I

T T R s 1
1

gl
ey

[oo-T-T-o =T - Y- 4
Lon-T-on- Lo oo T Toow-Yom- 14
=TT QO b e
- LT LT - T -1
- T U

o HR T

e 22

Interpretation of tag (wian_mgttag.interpretation), 6 bytes || P: 8284 D: 82584 M: O
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Attacks Against WEP

|Ei|e Edit Wiew Go Capture Analyze Statistics Help

| 2w x @ lLP @ BT E Q@B X W

|@Eilter.| I - I < Expression... | %glearl o ﬂpply|

" Mo,

I Destination

|=’rotocol Ilnfo -

201, 077316
201, 177318
201, 27777
201, 378003

st
Bro ast
Broadcast
Eroadcast
Eroadcast
Eroadcast

= Deauthentication
2 Deauthentication
2 Deauthentication
2 Deauthentication
2 Deauthentication
8 Deauthentication

[<] I I

gJ/5 1Zb DYLes on wire, «b DYLesS capLured)
~ IEEE 802z, 11

b Frame Control: (x02C0 (Normal)

Duraticn: 0
Destination address: ff:ff:ff:ff:ff:ff (Broadcast)
Source address: (00:11:21:e0:92:00 (Cisco_e0:92:00)
BES Id: 00:11:21:e0:92:00 (Clsco_el:928:00)
Fragment number: ()
cequence number: 29

— THEREE 207 11 wirelecs TAN manasemsnt Frame

Lo Tl

[3]

goao  BY 02 00 00 £f £f £f £f ff £ 00 11 21 0 98 00 M...ven ooonhns
0010 00 11 21 =0 98 00 40 01 02 00 00 800000 ©C

Type and subtype combined (wianfctype subtype), 1 byte || P 6864 D: 6864 M: D
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Attacks Against WEP

KisMAC

[ Q> Search SSIDs

S50 BSSID Enc Type Signal Avg Max Packets Data Last Seen
<no ssid= 00:13:10:1E:64:B2 WPA managed 19 15537 8.12MiB 2005-09-26 02:37:54 -0400
roamer :11:21:E0:98:00 WEP 2005-09-26 02:37:54 -0400
<any ssid> 00:02:2D:54A:20:1C probe u] 856 31.67KiB 2005-09-26 02:31:10 -0400
<no ssid=> 00:13:04:00:18:02 WEP managed 0O 1 24B 2005-09-26 02:258:15 -0400
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Attacks Against WEP

|Ei|e Edit Miew Go Capture Analyze Statistice Help

) | 2y x 2L P @

BT 2 Q@ B0 X W

(I Eitter: |

| R I < Expression... | %gleﬂrl o &pply|

|N0. ITime IScurc:e

IDeEtinﬂtion Iz’rotoc:ol Ilnfo =

0.000800 Clsco_s0: 98:?0

%gere ba:

Aééré_5a 20 lc
95, 179591 Agere_bazii:lo
97, 1795321 Agere_bazZi:la

93‘169581

9z, 179520 Agere batz20:1c

101, 1289560 Agere_baziZ0:la
1N% 100520 O omre Bime 9011 0

1
2
4
5
6
7
g
Le]

CDP /TP Clsco Discovery Protocol
Broadcast : Who Tell
Broadocast . =
Broadocast
Broadocast
Broadcast
Broadcast
EBroadoast

Bradoact

e e e [

+

+

*

[«]

g A0 0D Q0 Cal Dl D LERT D

=

¢ Frams 2 (42 bytes on wire,
+ Ethernet I1, Src: 00:02:2d:5az20:1c,
Hardware type: Ethernet (Qx0001)
Protocol type: IP (0z0800)
Hardware Slze- 5]
Protocol size: 4
Opcode: request (0xz0001)

42 bytes captured)

Dst: ff-ff-ff-ff-ff:-ff

It ff ff f £ £ 00
i j |||| ||1 |""|

2 5a 2D lc D8 SO (0

1o Oa 00 00 |' ]

Address Resolution Protocol (arp), 28 bytes

|| P:4a0 D: 4o Mm: 0
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Responding to Attacks
Against WEP

"« An attack against WEP is in progress

— Deauthentication block
— ARP Injection block

* ARP Injection is easy to identify

» Understand the approximate number of ‘normal’
ARP packets seen on your network

— Rotate WEP keys
— LAST RESORT: Shut down the WLAN

Black Hat Japan 2005



Attacks Against WPA

"« WPA Pre Shared Keys with
* passphrases shorter than 21 characters
. are vulnerable to dictionary attacks

“s This is an offline attack and not as easy

to identify in real time as attacks against
WEP
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Attacks Against WPA

|Ei|e Edit Wiew Go Capture Analyze Statistics Help

B) | 7y X 2% @ B F O R @ | =i K W
@Eilter.l | - I 4= gxpression...l%gleﬂrl o &pply|
|N0. IDeEtinﬂticm |3rotocol Ilnfo =

i = [ [ (W] T o 2 Deauthentication
200, 978911 0-93:-00 Broadcas Deauthentication

201, 077316 Clsco_e0:93:00 Broadcast Deauthentication
201, 1772128 Clzco_e0:92:00 Broadcast Deauthentication

201, 277577 Clsco_e(:98:00 Broadcast Deauthentication
4093 201, 378003 Clsco_s=0:98:00 Broadcast Deauthentication

[«] 1 [
I Prame 4U/5 |£b DyLes o wWire, b byLes captured)
~ IEEE 202,11

e[ o]

[3]

- Frame Control: Qxz02C0 (Normal)
Duration: 0
Destination address: ff:ff:ff:ff:ff:ff (Broadcast)
Bource addregs: 00:11:21:e0:928:00 (Clsco_e(:93:00)
BES Td: 00:11:21:e0:92:00 (Cisco_e=0:92:00)
Fragment number:- O
Zequence numbsr: 29
— TEEE 2N 11 wirelecs TAN manasement  Frame
oo B 0z 00 00 £f £f £f £f £f £f 00 11 21 =0 22 00
ooLo a0 11 21 0 93 00 40 01 02 Q0

Type and subtype combined (wlanfctype_ subtype), 1 byte || F: 6864 D 6864 M: O
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Attacks Against WPA

| Eile

Wiew So

Capturs Analy=e

Statistics

Help

G L

50 F 2 & 8 @ | =

X | @

I S I == Expression._. I %glearl g &pply|

ISc:urc:e

I Destination

Iz’r‘ctc:c:cl I Info

S acllld s
28, 429126
28, 498135
28, 5hehhE
28, Bhed 2

QA adcbhac a0 1o
N0:z13:10:z1=z64:-b2
Do-NZ2-2d-5a-20-1a
001210168402
OO:-0Z2-2d-5a8-20:-1z

Qzlzz 1l lscsd b
ONz02:2d:5az20:-1c
0021210154 -b2
OO:-0Z2::2d:5a220z21x

0:-12:10:1ez684:-b2

bEEUIL
EAPOL
EAPOL
EAPOL
EAPOL

Ferr
Ee=w
Eezr
Fexr
Ferr

EAPOL
EAPOL
EAPOL

12:10:-1e-64 b= DZ:-2d-5a-20:z1c Fear
K=z

Ee=zr

29, 7EEhd5

0
00z 00z
89, TE9453 83:?2:2d:5a:20:10 38213:10:16254:b2

90, 959571 3:10:-1=s-64:-b2 NZ:2d:-5a-20:z1c
[=] 111 I

- Fram=s &4 (137 bytes on wire, 137 bytes captursed)

= Bthernet IT., Src: Q0:0Z2:2d-5a:-20:1c, Dest: 00:13:10:-1=:-84:-bZ
Destination: 00:12:10:1=::84:b2 (00:132:10:1e:64:1b2)
Source: Q0:02:2d:5a:20:1c (00:0Z2:2d:5a:20:-1c)
Trpe: 202, 1X¥ Authentication (DxS82e)

o0

N -] W= O
[ lovlorTow lon Do T T T

g pelaw b Tow b lon Do Do Lo R

Ax Authentication (eapol), 123 bytes |{ P: 195 D: 193 Mm: 0
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Responding to Attacks
Against WPA

Unlike WEP attacks by the time you can take
action, it is likely too late

If your WPA passphrase is more than 21

characters, no action is necessary

If it is shorter than 21 characters, immediately
change to a passphrase longer than 21
characters

Use WPA with RADIUS or some other form of
secondary authentication. Preferably two
factor authentication

Black Hat Japan 2005



Man in the Middle Attacks

"« Attempt to have clients authenticate to

an access point that is not a legitimate
. AP.

*s Capture cleartext traffic to glean

usernames, passwords, and other
sensitive information
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Man in the Middle Attacks

" Client based MITM attack

— Use a client card configured in HOSTAP
mode to act as an access point

= —Use a client card configured in HOSTAP
mode to spoof a legitimate access point

=« Access Point based MITM attack

— Use an access point with custom firmware
to spoof a legitimate access point
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Man in the Middle Attacks

K
= L= y =l L2 1%

File Edit View So Capture Analyze Statistics Help

n B e EPEx 8 ResoF e BE @QQ
[E] 5|tEFZ| EI = Expression.. l Q&_\glearl t.; &pplyl

Ma. ITimE | Source . I Destination I*rotocol I Info

n

. 162 15.505182 2002 :2d: : : 00:13:10: 1e: : IEEE 202 Data

15. 645390 20:02:2d: : : 00:13:10: 1e: : IEEE 802 Data

16. 515048 2082 2d: : : 00:13:108: le: : IEEE 202 Data

1a. 634109 2 e 2d: : : @ 13:10: 1e: : IEEE B02 Data

17. 524990 20:02:2d: : : 00:13:10: 1e: : IEEE 802 Data

17.613449 2082 2d: : : : 118 e : IEEE 202 Data

19, 558756 2 E2:2d: : 2 : 110 1e: 2 IEEE B02 Data

43.022189 20:02:2d: : : : H o i : IEEE 802 Beacon frame, S5ID: "MITH" [Malformed Pa
43, 124787 2902 2d: : : : (TR FT : IEEE 2802 Beacon frame, S5ID: "MITM" [Malformed Pa

B
B
b

(4]

Frame 215 (166 bytes on wire, 166 bytes
AVS WLAN Monitoring Header

IEEE 5@82.11

MNata (70 _hotach

elnlal] @l
Qa1a Qa
Qo0 Ge
ElBEln] 3d
Qa4a Qa
Qo500

N 0N I DI 0 B0

: ethereal-mitm.cap 283 KB 00:01: [ P: 1653 D: 1653 M: 0




Man in the Middle Attacks

=) <

s

Fil= Edit Wiewr So Capture Analyze Statistics Help

n S dsl & BB E x & & X « % 0 F 2
[E] Bilter: | EI = Expression... l “aﬁglearl ~ &pply]

Mo, ITime I Source . I Destination I’rotocol I Info

19635 1835.516151 Q@ 13: 10 FF: g Fr:ff:ff:TT: g IEEE 502 Beacon frame, S5ID: "TEST"
19a36 1035, 593520 Qe 131085 : Fr:ff:fF:fT: : IEEE 5602 Beacon frame, S5ID: "TEST"
19037 1835.613538 Qe 1310 FE : Fr:ff:fF:fT: : IEEE 5602 Beacon frame, S5ID: "TEST"
19038 1035 . 7O0915 oo 131085 : Fr:ff:ff: T : IEEE 502 Beacon frams, S5ID: "TEST"
19039 1035 . 720938 L= 1= I B - 1 : Fr:ff:ff: T : IEEE 502 Beacon frams, S5ID: "TEST"
19040 1935 .803315 Qo 13 10:85: : Ff:fF:Ff:FT: : IEEE 202 Beacon frame, S5ID: "TEST"
19241 1035 .8323332 Qe 1310 FE : Ff:fF:Ff:FT: : IEEE 202 Beacon frame, S5ID: "TEST"
19042 135 .925731 Q1310 FT : Ff:fF:FF: FF: : IEEE 202 Beacon frame, S5ID: "TEST"
19043 1a36 . 028124 Q1310 7T : Ff:ff: FF: FF: : IEEE 502 Beacon frame, S5ID: "TEST"

[II ezt ]
I Frame 190325 (225 bytes on wire, 225 bytes captured)
= Prism Monitoring Header

Message Code: 65

Message Length: 144

Dewice: ethl

Host Time: QxcdS54b (DID Q=1041, Status OxA, Length O=4d)

MAZ Time: O=x4le9dedc (DID Ox2041, Status OxO, Length O=xd)

RSSI: GOm0 (DID Oxd4241, Status Oxl, Length Omd)

Signal: Q=45 (DID Ox6041, Status O=0, Length Oxd)

41 Q0 99 90 930 00 00 aa 65 T4 65 31 00 00 99 ao
Q1 Q0 92 9 45 00 aF aa 41 19 ad 9a a0 00 a4 ao
db dS @c @ 41 20 00 aa Q0 Q2 a4 93 doc Qe e9 41
41 30 99 93 a1 90 04 aa Q0 Q2 ad 93 41 40 99 ao
Q1 Q0 a4 Oad 90 00 00 aa 41 50 ad 93 a1 00 a4 ad
QO Q0 92 93 41 80 00 aa Q0 Q2 a4 9a 45 00 99 ad
41 TO 99 9d 9a 00 04 aa 31 00 ad 93 41 50 99 ao
QO Q0 94 a0 92 00 00 aa 41 99 ad 9 a0 00 a4 ao
Q0 00 92 00 41 ad 00 00 Q0 90 04 90 51 a0 Q0 o0
S0 00 0o 00 fFf fFf fF fF ff ff 00 13 10 77 82 16
oo 13 19 F7¥ 82 16 ad 1o 8d 91 20 63 00 g QO oo
54 0O Ol 04 90 04 54 45 53 54 01 92 32 284 8b 96
24 30 48 6C 03 01 05 A5 04 90 Q1 09 Q0 2a Ol ad
2F 01 92 32 @4 0c 12 182 60 dd 06 0o 10 18 a2 ad
(af )

I spoofcap 5044 KB O0:19:11 S P 2117 D 21173 M: O




Man in the Middle Attacks

= =D
File Edit Wiew Sao Capture Analyze Statistics Help

B el 2 e a o x 28 R % o F R
[E] Elter:l EI + Expression...l%_\glearl q &pply]

Mo, IThﬂe ISource = IDesﬁnaﬁon Hntocollmfo

19042 1035.925731 201310 : : Fr:Fff:FFf:Ff: : IEEE 202 Beacon frame, S5ID: "TEST"
19043 1036 .028124 @ 15: 10 : : Fr:fF: FF:FF: : IEEE 502 EBeacon frame, S5ID: “"TEST"
19044 1036 . 130518 @ 15: 10 : : Fr:fF: FF:FF: : IEEE 502 EBeacon frame, S5ID: “"TEST"
19045 1036 .232933 @ 15: 10 : : Fr:fF: FF:FF: : IEEE 502 EBeacon frame, S5ID: “"TEST"
19046 1036 . 335306 @ 15: 10 : : Fr:fF: FF:FF: : IEEE 502 EBeacon frame, S5ID: “"TEST"
19047 1036 . 437693 @ 15: 10 : : Fr:fF: FF:FF: : IEEE 502 EBeacon frame, S5ID: “"TEST"
19045 1036 . 540104 e 15: 10 : : Fff:fF: FF:FF: : IEEE 502 EBeacon frame, S5ID: “"TEST™
19049 1036 . 642458 aa: 15: 10 g 8 Fr:ff: FF: FF: g IEEE 502 EBeacon frame, S5ID: “"TEST"
19050 1036 . 744557 e 15: 10 : : : Ffr:ff: FF:FF: : IEEE 502 EBeacon frame, S5ID: “"TEST™

E:] — EET ]

[ Frame 19049 (225 bytes on wire, 225 bytes captured)
= Prism Monitoring Header
Message Code: &5
Message Length: 144
Dewvice: ethl
Host Time: @xcdSbc (DID @=x1041, Status Ox0, Length Oxd4)
MAZ Time: Oxd4lfalec3 (DID Ox2041, Status O=0, Length GO=d)
RSSI: @x@ (DID Ox4041, Status Ox1, Length Oxd)
Signal: Ox48 (DID O=6041, Status Ox0, Length O=d)

ag ag 90 Q0 Qo oo 65 T4 658 31 00 00 O
41
ag
a]a]
41
ae
le=
41
ag
Tf
=6
53
o
(1]

c spoofcap 5044 KB f 21173 D 21173 Mo QO




Man in the Middle Attacks

) =

s

Fil= Edit Wiew So Capture Analyze Statistics Help

B e SeE o x &8 XN %o FE
[E] Filter: I EI + Expression...l%glearl 4 &pply]

Mo, I I Destination I’rotocol I Info

19034 495127 : : : : : : : : : : TEEE 502 Beacon frame., S5ID: "TEST"
19035 516151 : : : : : : : : : : IEEE S02 Beacon frame, S5ID: "TEST"
1903 SOz 520 : H : : : : : : : H IEEE =202 Beacon frames, S5ID: "TEST"
19037 Gl18538 : : : : : : : : : : IEEE 02 EBeacon frame, S55ID: "TEST"
19033 FOO215 H H H H H H H H H H IEEE ©Z02 Beacon frame, S55ID: "TEST"
19039 F20938 : : : : : : : : : : IEEE =02 Beacon frame, S55ID: "TEST"
19340 SE03315 H : H H H H H H H : IEEE S92 Beacon frame, 55ID: "TEST"
19241 =2H23332 : : : : : : : : : : IEEE 2802 Beacon frame., S5ID: "TEST"
19042 Q925731 8 5 8 8 8 8 8 8 8 5 IEEE S02 Beacon frame, 55ID: "TEST"

1 o ]

[ Frame 19042 (225 bytes an 225 bytes captured)
== Prism Monitoring Header
Message Code: &5
Message Length: 144
Dewvice: ethl
Host Time: Q=cd574 (DID O0x1041, Status O0=0, Length O=d)
MAC Time: Oxdlefdeds (DID Ox2041, Status Ox3, Length Ox=d)
RSSI: GQxEO (DID Ox4041, Status Ox1, Length Oxd)
Signal: @x49 (DID @x6041, Status O=G, Length Ox4)

41 Qo a0 90 90 g9 9 85 ¥4 68 31 00 9 02 Qg
(= Ry e] oo 45 Q0 Ay Q. 41 10 09 90 g Qg a4 aa
ds oo 41 20 08 00 92 00 04 00 d5 4e ef
= {a] a0 @1 a@ a4 Qo @ ao a9 ao 41 440 ac
[=]a] a0 00 90 02 93 41 50 90 90 291 9o a4
=]a] a0 41 60 09 Q. g g a4 aa 49 ad oo
el 0o 00 00 94 00 e 00 00 Q0 41 20 00
=]e] ag 92 9@ aa aa 41 90 g 9a 9 aga a4
(a]a] ad oo (a]a]
ao ff ff TT
TT 1& =0 (a]a]
04 04 54 84
G a1 aa 2a
32 0o 12 1=

File: spoofedAPpng S044 KB O00:19:11




-
=

Fil=

= &l 2

Edit Wieww So

Capture

BB E x e & | (X

Analyze

Statistics Help

lan In the Middle Attacks

« % B F I

(= (== (%]

ERNORON

[E] Filter: I

EI + Expression...l%glearl s{ &pply]

Mo, ITHﬂe ISource-

IDesﬁnaﬁon

I’rotocolllnfo

1056 .
1956,

oo 13:10:
Qo:13:10:
oo 13:
o.0.a.,
Qi 50
o.0.a.,
Qo:13:
oo 135
oo 13:

Freff:TF:fr:
fr:ff:ff: Ff:
Fr:ff:FF:FF:
255.255.255.
fr:ff:ff: FF:
255,255,255,
fr:ff:ff: Ff:
Freff:TF:fr:
Fr:ff:Tf:fT:

LEEE 502
TEEE S02
IEEE 202
DHC P
ARP
DHC P
TEEE
LEEE
LEEE

EBeacon frame,
Beacon frame,
Beacon frame,
DHCP Discower

DHCFP Request
Beacon frame,
EBeacon frame,
Beacon frame,

wWho has 192.168.0.367

SSID: "TEST"
S5ID: "TEST"
SS5ID: "TEST"
- Transaction ID Gxad4f5ab
Tell 192.168.0.1
- Transaction ID Gxadf5ab
S5ID: "TEST"
SSID: "TEST"
S5ID: "TEST"

(<1

] [»]

[ Frame 19275 (225 bytes an

= Prism Monitoring Header
Message Code: &5
Message Length:
Dewvice: ethl
Host Time: @xcdd9d (DID 9x1341
MAZ Time: Gxd432elbof
RSSIL: @@ (DID Ox49041,
Signal: @x5b (DID Ox6041,

wWire,

144

(DID Qx2041,
Status Ox1,
Status 9x0,

, Status Gx@,

Status Oxa,
Length @xd)

Length O=xd)

225 bytes captured)

Length @xd)

Length @xd)

41
21
Sd
41
a1
28
41
aa
2
20
2a
&4
24
2f
@4

[a]a]
[a]a]
dd
30
e
[a]a]
Ta
Lala]
[a]a]
e
13
[a]a]
30
01

ao
[ae]
e
[ae]
o4
ao
[ae]
o4
[ae]
[a]e]
1o
21
45
[ae]

aa
(ale)
aa
(ale)
e
aa
(ale)
aa
(ale)
e
¥T
(=E 3
(=T
32

a0
45
41
Lo }
[ala]
41
[a]a]
o2
41
ff
[=
[a]a]
a3
(o)

[ael]
(a]e]
20
(a]e]
[ale]
[=1e]
(a]e]
[ale]
an
ff
1
o4
21
(a0

[ale]
av
[ale]
o4
[ale]
[ale]
o4
[ale]
[a]e]
T
1]
54
2]
1z

ale]
[a]e]
Lala]
ae]
e
ale]
[a]e]
Lala]
ae]
fr
ol
45
a5
15

65
41
aa
[a]a]
41
[a]a]
34
41
[a]a]
T
=15
53
o4
18]

74
12
[ala]
ala]
5
[ala]
[a]a]
=15
ala]
ff
dl
54
[ala])
dd

(515
[ale]
24
[ale]
[ale]
a4
[ale]
[ale]
a3
[ale]
20
21
21
ol

31
[=]a]
aa
[a]a]
[=]a]
[a]a]
[=]a]
aa
[a]a]
1z
[=]a]
o8
21
[a]a]

ala]
[als]
af
41
@1
Sk
41
[ala])
51
1
ala]
=52
[ala)
19

aa
(ale)
1k
o)
e
aa
j=1e}
aa
(ale)
IT
ale)
a4
2a
13

an
o4
2e
(o]a)
04
aa
(a]a]
04
(o]a)
82
(a]a)
ah
a1l
a2z

ala]
[als]
43
als]
als)
ala]
[als]
[ala])
als]
1e
ala]
=153
[ala)
als]

File: spoofedAPpng 5044 KB 00:19:11

F: 21173 D: 21173 M: O




Responding to Man in the
Middle Attacks

"» Real time response to Man in the
Middle Attacks is difficult.

«* Preventative measures should be In

* place prior to a Man in the Middle attack
commencing.

Black Hat Japan 2005



Responding to Man in the
Middle Attacks

Always require authentication to the network
over an encrypted channel

Use two factor authentication

Treat the WLAN as a DMZ host with no
network privileges without authentication

Utilize wireless network equipment that
actively responds to these type of events

Black Hat Japan 2005



Conclusion

Wireless attacks have evolved
significantly over the years

«¢ As attacks have evolved, so have the
* tools available to administrators to
respond to attacks

No tool is a substitute for well trained,
vigilant Administrators

Black Hat Japan 2005



Questions?

e roamer@securitytribe.com
* chris@goons.orqg

Black Hat Japan 2005



